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Abstract--Cloud computing is increasingly essential 

for the establishment of services and storage of data 

on the Internet. Cloud Computing is the next 

generation architecture of IT Enterprise. However, 

there are numerous significant challenges in securing 

cloud Infrastructures. Security is to save data from 

danger and susceptibility. Various security issues and 

some of their solutions are explicated and are 

focused mainly on the public cloud. Data should 

constantly be encrypted when stored and transmitted. 

This method is proposed such that the entire data is 

encrypted along with the cryptographic key. This 

encryption technique alone is not sufficient for 

protecting the data. In this paper, an attribute and 

policy data security protection mechanism is 

proposed for cloud storage system. The two level 

encryption is implemented.This process is completely 

transparent to the sender. Furthermore, the cloud 

server cannot decrypt any ciphertext at any time.  
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I. INTRODUCTION 

Cloud storage is an exemplary of the 

networked storage system where data is stored in 

pools of storage which are generally accommodated 

by third parties. There are much remuneration to use 

cloud storage. The most prominent are data 

accessibility. Data stored in the cloud can be 

retrieved at any time from any place as long as there 

is network access. Storage maintenance tasks, such 

responsibility of a service provider. Another 

advantage of cloud storage is data sharing between 

users. In spite of its recompenses, outsourcing data 

storage also increases the attack surface area at the 

same time. When data is circulated, the more 

locations it is stored the higher threat it contains for 

unauthorized access to the data. By provision 

storage and networks with many other users, it is 

also possible for other unconstitutional users to 

access your data. This may be due to erroneous 

actions, faulty equipment, or sometimes because of 

criminal absorbed. An auspicious solution to offset 

the risk is to deploy encryption technology. 

Encryption can protect data as it is being 

communicated to and from the cloud service. It can 

further defend data that is stored at the service 

provider. Even there is an unauthorized antagonist 

who has gained access to the cloud, as the data has 

been encrypted, the antagonist cannot get any 

information about the plaintext. Asymmetric 

encryption permits the encryptor to use only the 

public information to make a ciphertext while the 

receiver uses his/her own secret key to decrypt. This 

is the most expedient mode of encryption for data 

transition, due to the elimination of key 

management existed in symmetric encryption. 

A.   ENRICHED SECURITY PROTECTION 

  In a typical asymmetric encryption, there is 

a single secret key corresponding to a public key or 

an identity. The decryption of cipher text only 

necessitates this key. The key is generally stored 

inside either a personal computer or a trusted server 

and may be threatened by a password. The security 

protection is necessary if the computer/server is 

isolated from an opening network. Awkwardly, this is 

not what happens in the real life. When being 

connected with the world through the Internet, the 

computer/server may grieve from a potential risk that 

hackers may intrude into it to negotiation the secret 

key without letting the key owner know. It can be 

negotiated by some attackers who can access the 

victim’s particular data stored in the cloud system. 

Therefore, there exists a need to enrich the security 

protection. In computer networking, cloud computing 

is computing that involves a huge number of 

computers linked through a communication network 

such as the Internet, similar to utility computing. 

Nowadays cloud computing has occurred as one of 

the most influential paradigms in the IT industry, and 
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it has fascinated extensive attention from both 

academia and industry. Cloud computing holds the 

assurance of providing computing. A public verifier 

could be a data user (e.g., researcher) who would like 

to consume the owner’s data via the cloud or a third-

party auditor who can provide expert integrity 

checking services.  

 As cloud computing becomes more 

established and there will be new applications and 

storage services provided by the cloud, it is informal 

to anticipate that the security for data protection in 

the cloud.They will become more delicate and 

essential. Actually, we have noticed that the notion of 

attribute and policy-based encryption, which is one of 

the encryption trends for data protection, has been 

spread into some real-world applications. It is really 

necessary for the era of cloud computing. 

II  ESSENTIAL SECURITY ISSUES IN THE 

CLOUD 

 A.  Integrity 

 

   Integrity makes sure that data held in a system is a 

proper depiction of the data envisioned and that it has 

not been modified by an authorized person. When 

any application is running on a server, the backup 

routine is organized so that it is safe in the event of a 

data-loss incident. Normally, the data will backup to 

any portable media on a consistent basis which will 

then be stored in an off-site location.  

 

B. Availability 

  

 Availability confirms that data processing 

resources are not made unavailable by malevolent 

action. It is the humble idea that when a user tries to 

access something, it is available to be accessed. This 

is vigorous for mission critical systems.  

 

C. Confidentiality 

    

     Confidentiality certifies that data is not disclosed 

to unauthorized persons. Confidentiality loss occurs 

when data can be observed or read by any 

personalities who are unauthorized to access it. Loss 

of confidentiality can arise physically or 

electronically. Physical confidential loss revenues 

place through social engineering. Electronic 

confidentiality loss earnings place when the clients 

and servers aren’t encrypting their communications. 

 

III. EXISTING SYSTEM 

In cloud computing services, customers 

are worried about moving their sensitive data and 

applications from their own private computing 

environments to a cloud environment which is shared 

by different users and which is usually accessible via 

a public network. Data stored in the cloud can be 

retrieved at any time from any place as long as there 

is network access. By partaking storage and networks 

with many other users it is also possible for other 

unauthorized users to access the data. This may lead 

to felonious act. To solve the problem of leverage 

two different encryption technologies: one is IBE and 

the other is traditional Public Key Encryption 

(PKE).The resulting work ciphertext can be 

decrypted by a valid receiver with secret key and 

security device. A trivial combination of IBE and 

PKE cannot achieve the goal. To support 

revocability, employ re-encryption technology such 

that the part of cipher-text for an old security device 

can be updated for a new device if the old device is 

revoked. Meanwhile, need to generate a special key 

for the above cipher-text conversion. Also guarantee 

that the cloud server cannot achieve any knowledge 

of message by accessing the special key, the old 

ciphertext, and the updated ciphertext. Further use 

hash-signature method to “sign” ciphertext such that 

once a component of cipher-text is tempered by the 

adversary, the cloud and ciphertext receiver can tell. 

 

A. LIMITATIONS IN THE EXISTING SYSTEM 

 

The popularity and prevalent use of Cloud 

have brought great convenience for data sharing and 

Data storage.The data sharing with a huge number of 

participants take into account issues like data 

integrity, efficiency, and confidentiality of the owner 

for data. In cloud storage services one critical 

challenge is to manage the security of data storage in 

the cloud. To make data management more scalable 

in cloud computing field, we have to improve more 

security level. 

It arises as user’s sensitive data are susceptible to 

both attacks insider and outsider.  

The main problem addressed in the previous methods 

includes: 

• Basic encryption techniques are used. 

• Key management and backup services not 

effective. 

• Cipher-text based security may not provide the 

best solution to all time. 

•    Security issues are not efficient into account. 

•    High computation overload. 

•    Provides very low throughput 

 

IV. PROPOSED SYSTEM 

Generally in distributed systems the user 

should be able to access data if a user has a certain 

set of authorizations or attributes.  At present, the 
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only method for implementing such policies is to 

employ a trusted server to store the data and facilitate 

access control.    Proposed work deals with attribute 

policy based control.  Attribute-policy based access 

control defines an access control paradigm whereby 

access rights are established to users through the use 

of policies which attributes together.  The policies 

can use several types of attributes like user attributes, 

resource attributes, object, environment attributes etc. 

It is a security machinery that uses some policies to 

guide an authorization decision. 

 

This research work is proposed for 

realizing complex access control on encrypted data 

that call attribute-policy based encryption.  By using 

procedures encrypted data, which can be kept 

confidential even if the storage server is untrusted; 

furthermore, our methods are secure against collusion 

attacks.  In our system attributes are used to define a 

user's credentials, and a party encrypting data 

regulates a policy for who can decrypt. In this 

method, every secret key is connected with a set of 

attributes, and every ciphertext is connected with an 

access structure on attributes. Decryption is 

empowered if and only if the user's attribute set 

fulfills the ciphertext access structure. Thus, our 

methods are abstractly closer to traditional access 

control methods.This is done by implementing the 

GSO algorithm.   

 

A. WORKING PRINCIPLE OF THE PROPOSED 

SYSTEM 

Proposed work deals with the GSO 

algorithm, each glowworm distributes in the 

objective function definition space. These 

glowworms carry own luciferin respectively to 

cluster the pseudo-documents based on the similarity 

between the pseudo-documents is evaluated as the 

cosine similarity score and has the respective field of 

vision scope called local-decision range (cosine 

similarity score). Their brightness concerns within 

the position of objective function value (cosine 

similarity score). The glow seeks for the neighbor set 

in the privacy value, in the set, a brighter glow 

(pseudo document) has a higher attraction to attract 

this glow toward this negotiate, and the flight 

direction each time different will change laterally 

with the choice neighbor. Moreover, the privacy 

value size will be influenced by the neighbor 

quantity, when the neighbor density will be low, 

glow's policy-making radius will extend favors seeks 

for more neighbors, diversely, the policy-making 

radius reduces. Finally, the majority of glowworm 

return gathers at the multiple optima of the given 

cosine similarity score. 

B.  ADVANTAGES OF THE PROPOSED SYSTEM 

• It may try to decrypt the ciphertext stored in the 

cloud storage.  

• Proposed work assumes that an honest system 

user will not expose his/her secret key. 

• It supports factor revocability 

• Attribute and policy-based security provide the 

best solution to all time,  

• It increases the security level and needs less 

computation time, no need re-encryption 

procedure.  

V.SYSTEM ARCHITECTURE 

System Architecture diagram which 

defines the secure cloud storage system supporting 

privacy preserving data security. In which the data 

owner upload the data in the cloud server and they 

are allowed to modify the data using the private 

key.  In this mechanism, the sender only needs to 

know the identity of the receiver but no other 

information like a public key.  The secret key is 

stored in the computer. The storage server which is 

used to store the data which can be generated by 

the key server.  By using attribute-based encryption 

the key server gives permission to owner and user 

to access the data stored in the storage server. By 

this attribute based encryption unauthorized person 

cannot access data in cloud storage and every time 

the key will be generated to ensure the security 

 
           Fig 1. System Architecture 

. 

VI. SYSTEM PERFORMANCE AND 

EVALUATION 
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To create an account in the cloud by the 

user, the users store their encrypted data in the cloud 

by using security key. The Auditor control process of 

transaction between the user and cloud storage. A  

PrivateKeyGenerator will respectively generate a 

secret key for a registered user ID insecure channel 

such that the user can access the secret key to recover 

message from its encrypted format.  This mechanism 

is implemented by the Bilinear Diffie-Hellman 

Assumption.The Diffie–Hellman problem is a 

mathematical problem suggested by Whitfield Diffie 

and Martin Hellman in the context of cryptography. 

The inspiration for this problem is that many security 

systems use mathematical operations that are wild to 

compute, but difficult to reveres. Because they enable 

encrypting a message, but reversing the encryption is 

problematic. If solving the DHP were easy, these 

systems would be definitely broken. It contains two 

phases. In the first phase, a data sender encrypts a 

data under the identity of a data receiver, and 

promote sends the encrypted data to the cloud server.   

In the second phase, the first-level cipher-text of a 

data from the data sender, the cloud server crafts the 

second-level cipher-text.  

If the user is requested then cloud server 

will load module to clients end to implement 

encryption operation. Here client uploads encrypted 

the file on the cloud server private folder using Public 

Key Encryption technique. At the time of 

downloading  the encrypted file user will ask to 

deliver the decryption key if the key is effective then 

the only file will get downloaded at clients end. This 

encryption and decryption of data will be completed 

at client side by making use of a private key. The 

cipher text is kept on cloud storage while he can 

download it for decryption. The receiver has a private 

key which is given by the Private Key generator. The 

decryption of cipher text required the private key. 

The attribute and policy can be generated based on 

the identity of the receiver. It can be decrypted by a 

valid receiver with a secret key. 
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Fig 2. Performance between execution time Verses no of 

task 

 
 

As per the Existing system, task percentage is 

increased by increasing the time where in proposed 

system task percentage is increased with low time 

leads to the conclusion that with least amount of time 

task percentage can be increased.  

VII. CONCLUSION  

In cloud communication, cloud security is 

very important but the existing system that uses key 

encryption is not having sufficient security. Because 

the key is generated using thread and binary map 

method which enables the user to download the 

information by using that key which is not a secure 

system for users. So, this work includes using GSO 

algorithm implementation, which results in high 

security of the transaction. Furthermore, we 

presented the security proof and efficiency analysis 

for this system using policy-based encryption. 

Attribute policy-based data protection mechanism 

which is used in the proposed system, it proves 

higher security with less computation time. So, there 

is no need for multi-level encryption procedure. 
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